The dimension of the state space for information encoding offered by the transverse structure of light is usually limited by the finite size of apertures. The widely used orbital angular momentum (OAM) modes in free-space communications cannot achieve the theoretical maximum transmission capacity unless the radial degree of freedom is multiplexed into the protocol. Here we experimentally demonstrate a freespace quantum key distribution (QKD) protocol that encodes information in all three transverse degrees of freedom: spin, azimuthal, and radial quantum numbers of photons. Our protocol presents an important step towards the goal of reaching the capacity limit of the finite-sized apertures in free-space QKD link.
INTRODUCTION
Within the past few decades the orbital angular momentum (OAM) modes have received extensive attention [1] [2] [3] [4] [5] [6] and are widely applied in various information technologies, including quantum teleportation [7] , optical communications [8] , and quantum key distribution [9] . Compared to the intrinsically bounded polarization state space, the OAM modes offer an infinite-dimensional Hilbert space for information encoding and therefore can be used to increase the transmission rate of a communication link. However, the finite size of apertures in a realistic system usually constrains the dimension of OAM state space that can be accessed. On the other hand, the OAM modes only account for azimuthal variations in the transverse plane, and it has been shown that these modes cannot reach the capacity limit of a communications link without including the radial degree of freedom [10] . It is thus highly desirable to multiplex the remaining radial degree of freedom to increase the transmission rate for both classical and quantum communications.
A complete and orthonormal basis that incorporates both radial and azimuthal variations can be constituted by Laguerre-Gaussian (LG) modes. The LG modes are characterized by a radial quantum number p and an OAM quantum number , and arbitrary paraxial field can be described by these modes [11] . Notably, because of small divergence angle and intrinsic rotational symmetry,
LG modes have been shown to be good approximations to the eigen propagation modes of circular apertures [12] . Moreover, it is apparent that the transmission rate of a communications system can be further increased by using both azimuthal and radial degrees of freedom, and it has been shown that the radial index p can potentially mitigate the power loss when the receiver has a limited aperture size [13] . In addition, different from the vortex phase structure related to the OAM index, the radial index corresponds to a radial, amplitude-only distribution. While the phase structure can be strongly distorted by atmospheric turbulence [14] , the intensity pattern of the transmitted beam can remain recognizable for a 1.6 km free-space link [4] , and an intensity pattern recognition accuracy can be higher than 98% for a 3 km link [15] and 80% for a 143 km link [16] , which suggests that the amplitude structure associated with a nonzero radial index may be helpful to turbulence mitigation [17] . However, while recent advances have shown how to efficiently measure p and [18] [19] [20] [21] , the sorting in mutually unbiased basis of LG modes required by a QKD protocol has not previously been realized. Besides the usefulness in QKD, the capability of sorting in the mutually unbiased bases can be helpful to other quantum applications such as certifying high-dimensional entanglement [22] . In the following we present how to build a superposition mode sorter and provide the experimental demonstration of a QKD protocol employing all three transverse degrees of freedom.
RESULTS

Construction of mutually unbiased bases
To develop a BB84 protocol one needs at least two sets of bases that are mutually unbiased: Every element in each basis is a uniform superposition of elements in another basis, which guarantees that measurement in the wrong basis reveals no information of the measured state. Here we first examine each transverse degree of freedom individually and then demonstrate how to construct two mutually unbiased bases for QKD. The first degree of freedom employed in QKD protocol is the polarization of photons [23] , which provides a two-dimensional state space spanned by horizontal |H and vertical |V polarizations. While polarization is the most widely used degree of freedom in QKD, the azimuthal structures of light have recently seen increasing usage due to their direct relation with the OAM of photons [9] . Each photon can carry an OAM of lh [11] and the corresponding OAM state can be written as |l , where l is an arbitrary integer and the subscript denotes an OAM state. In this work we restrict ourselves to an OAM sub-space that is spanned by |±2 . Finally we use the radial quantum number p of LG functions as another independent resource for information encoding [24] . Again we restrict ourselves to a sub-space that is spanned by the two lowest radial indices p = 0, 1. The direct product of these three sub-spaces constitutes an eight-dimensional Hilbert space that is used as our first basis for QKD. The elements in this basis are {|H, 0 p , −2 , |H, 0 p , 2 , · · · , |V, 1 p , 2 }. We refer to this basis as the main basis. The above-specified choices of bases for azimuthal and radial degrees of freedom allows us to employ recent advances in sorting LG modes according to both OAM and radial indices [18] [19] [20] [21] .
To implement secure QKD we need an additional capability of measuring photons in at least one conjugate basis. The conjugate basis is mutually unbiased with respect to the main basis, and can be constructed through a direct product of respective complementary bases of polarization, azimuthal, and radial sub-spaces [25] . The complementary basis of polarization sub-space can be built as
where |D and |A denote the diagonal and anti-diagonal polarizations respectively. We use a 
The complementary basis for radial modes is taken to be
where the subscript L and R follow the notation of left-and right-handed circular polarization. We choose this definition because such states are easier to generate experimentally, but we stress that this will not make any fundamental change to the QKD protocol. With all these definitions, the elements in the complementary basis, referred to as conjugate basis, are {|D,
Spatial intensity distributions of these modes are given in Fig. 1 (see Supplementary Section I for more details).
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Construction of a superposition mode sorter
Having established the two mutually unbiased bases, we need to perform coherent detection in each of these bases. For the main basis, devising a coherent detection strategy is straightforward.
A sequence of a polarizing beamsplitter (PBS), a radial mode sorter [18] , and an OAM sorter [19] can losslessly project input photons onto elements in the main basis. However, each state in the conjugate basis is a superposition of different LG modes, and no effective sorter for these states has been reported to our knowledge. To address this problem, we develop a generic, scalable scheme for sorting such superposition states and experimentally realize it as a part of our QKD protocol.
For simplicity we only focus on the radial degree of freedom thereafter, although the same scheme can be directly applied to other degrees of freedom.
A conceptual schematic for a radial superposition mode sorter is shown in Fig. 2 corresponding complementary basis can be defined as
wheren ∈ {0, 1, · · · , d−1} is the superposition mode index, and a bar above the number indicates that this is an element in the complementary basis. We first apply a radial mode sorter to direct different radial mode components towards distinct, non-overlapping ports [18] . Then a mode converter is used to transform individual radial modes to the same state |0 p , which enables effective interference between these otherwise orthogonal modes. The relative phase carried by each mode as in Eq. (4) can be viewed as a discrete, tilted wavefront, and subsequently a discrete Fourier transform performed by a quantum F -gate can direct photons to different output port indexed by the superposition mode indexn (see Supplementary Section II for derivation). A two-dimensional realization of this scheme to sort |p L and |p R is shown in Fig. 2b as an intuitive example. A binary radial mode sorter is by the scheme in ref. [18] . The mode converter can be realized by spatial light modulator (SLM) to transform the component |1 p to |0 p [26, 27] , and the phase imparted to the SLMs can be determined by a nonlinear fitting algorithm (Supplementary Section IV). Afterwards a beamsplitter recombines the modes and acts as a binary quantum F -gate [28] . It can be easily seen that |p L and |p R are directed to different output ports due to interference at the last beamsplitter. In our experiment, we use polarization-sensitive SLMs to develop a stabilized, common-path radial mode sorter and converter as shown in Fig. 3a and b, respectively. More details about these common-path realizations are presented in Supplementary Section III and IV. We note that this scheme should also be applicable to other spatial modes such as Hermite-Gaussian modes given the existence of a corresponding mode sorter [29] and converter [26] , which can be useful to realize super-resolution imaging [30] .
Implementation of QKD
Having constructed the sorters for both mutually unbiased bases, we next demonstrate the implementation of an eight-dimensional QKD protocol involving all three degrees of freedom. A schematic diagram of the setup is presented in Fig. 3c . A He-Ne laser is modulated by an acoustooptic modulator (AOM) and an attenuator to generate optical pulses in a weak, coherent state.
Computer-generated holograms imparted on SLM are used to modulate the spatial distribution of photons [31] . A combination of PBS and half-wave plate (HWP) is used to measure the polarization states in both mutually unbiased bases. Then an OAM mode sorter consisting of an un-wrapper and a phase corrector is used to sort the two OAM eigenmodes |−2 and |2 [19] .
An additional beamsplitter (BS) is needed to recombine the separated modes so as to sort OAM superposition states | D and | A . The sorting mechanism for the radial degree of freedom follows the scheme presented in Fig. 2 . After the polarization state is determined, the common-path radial mode sorter can be used to map different radial modes to different polarizations, therefore one can use a PBS to detect the radial quantum number. A radial mode converter needs to be inserted to sort the radial superposition modes |p L and |p R . All sorted photons are collected by multi-mode fibers (MMFs) and detected by single-photon avalanche photodiodes (APDs). We note that since only four APDs are available at the time of performing experiment, at Bob's side the data is collected for elements in each basis separately and combined later. More details about the experimental setup can be found in Methods and Supplementary Section V.
Based on this setup, Alice generates a sequence of random bits and individually sends them to Bob in randomly chosen bases. Due to the nonzero cross-talk Alice and Bob need to implement error correction [32] and privacy amplification [9] to correct the errors in the shared key while maintaining the security. Then Alice transmits the message encrypted by the key via a classical channel. Due to the speed limitation of our setup, Alice and Bob share a short key and repeat it to match the length of message. In our experiment the message to be sent is the shield logo of the University of Rochester. Bob then decrypted the image using the shared random key and the reconstructed image is presented in Fig. 4 .
DISCUSSION
To evaluate the performance of our QKD link, we measure the conditional probability of detection for each mode detected at Bob's side as a function of the mode sent by Alice, and the result is presented in Fig. 4 . The cross-talk ranges from 6.0% to 16.7%, with an average of 11.7% well below the 8-D QKD error threshold 24.7% [33] . Here the cross-talk is the probability that the photon triggers the wrong APDs when Bob is detecting in the correct basis. The mutual information can be calculated to be I AB = 2.15 bits per sifted photon and the secure key rate of the proposed protocol is R net = 0.39 bits/s when 16 APDs are working together (see Supplementary Section V).
We note that the speed of our implementation is mainly limited by 60 Hz frame rate of our SLM.
Alternative rapid generation mechanisms such as digital micromirror devices (DMD) can be used to generate spatial modes at the speed of 4 kHz [9, 31] . This enhancement can lead to an immediate improvement of two orders of magnitude in the secure key rate without any modification to the rest of the system. Also we use a coherent state of low average photon number µ = 0.1 to provide security against a photon number splitting attack (see Supplementary Section VI). However, one can use decoy state [34] or high-brightness single-photon source to further enhance the communication rate. In addition, because we display a static phase on the SLM, the SLM used in our experiment can be readily replaced by passive, polarization-dependent liquid crystal retarder to realize a scalable, low-cost sorter.
Compared to a QKD protocol with OAM encoding only [9] , our protocol employs the slowly divergent LG modes and are thus practical for free-space links with finite-sized apertures [12] . In a realistic free-space channel, atmospheric turbulence can lead to modal cross-talk and reduce the transmission rate. A recent experiment [4] has suggested the potential of LG modes in a freespace channel in an urban environment. While employing a large number of OAM modes for a 1.6 km link would require complex adaptive optics in more than one plane to mitigate turbulence
[4], the recognizability of the intensity pattern at the receiver aperture suggests the potential of multiplexing the radial index, which can be subject to future study. On the other hand, the large communication bandwidth offered by LG modes [35] can be obtained with less difficulty for a smaller distance and thus provides benefits to short-range optical interconnects [36] .
In conclusion, we provide an experimental demonstration of a QKD protocol which encodes information using all possible transverse degrees of freedom, i.e. polarization, radial, and OAM modes, with a resulting transmission of 2.15 bits per sifted photon. A sorting scheme for superposition spatial modes is implemented to enable this 8-D protocol and can find direct application in other fields such as super-resolution imaging and high-dimensional entanglement certification.
We believe our demonstration opens up a way to fully exhaust the information resources of finitesized apertures and therefore reach the capacity limit of a communication channel. The slowly divergent LG beams also make this protocol promising for a free-space communication network.
MATERIALS AND METHODS
Experimental setup sorter, the sorted mode has slight side lobes which can lead to cross-talk. In the experiment we use an iris to block the side lobes. This blockage leads to a slight loss of 8%. The transmission of the whole link is measured to be 15%, where the loss mainly comes from SLMs, lenses, and mirrors.
In our experiment we use Winnow error reconciliation protocol to perform error correction [32] and Hash function for privacy amplification [9] . The image sent by Alice is of 80×80 pixels. 
SUPPLEMENTARY MATERIALS I. DEFINITION OF MUTUALLY UNBIASED BASES
In our experiment three degrees of freedom are used to encode information on single photons.
Three transverse properties, i.e. polarization, radial index p, and OAM index , form a 8-D Hilbert space and two mutually unbiased bases (MUBs) based on these degrees of freedom are defined in Table I . The spatial expressions of states in two MUBs are explicitly shown in terms of LG p , which can be expressed in polar coordinate as
where p and are the radial and azimuthal index and L | | p is the generalized Laguerre polynomial. The polarization is represented by unit vectorx (horizontal polarization |H ) andŷ (vertical polarization |V ). We note that some normalization factors are ignored for simplicity.
Definition of MUBs Main basis Spatial representation Conjugate basis
Spatial representation 
II. MECHANISM OF SUPERPOSITION MODE SORTER
Consider a d-dimensional Hilbert space spanned by radial modes |m p with m ∈ {0, 1, · · · , d− 1} as described in the manuscript. A complementary basis of this Hilbert space can be constructed
wheren ∈ {0, 1, · · · , d−1} is the superposition mode index, and a bar above the number indicates that this is an element in complementary basis. The port of each state is labelled by another distinct ket |k , where k ∈ {0, 1, · · · , d − 1}. Initially, all superposition modes are located at the same port, which can be expressed as |n p |0 . Then a radial mode sorter is operated to direct different radial mode components towards distinct, non-overlapping ports and the following transform can be achieved
After that, a mode converter is applied sequentially and can transform |m p to |0 p , which can be expressed as
The following quantum F -gate performs a discrete Fourier transform according to the port index of each state, which can be expressed aŝ
Then we apply the quantum F -gate to the converted mode and we can have
In summary, the superposition mode |n p will finally be directed ton-th output port, which can be expressed as |n p |0 → |0 p |n .
III. ANALYSIS AND RESULTS OF MODE SORTER
The experimental setup to characterize the mode sorter for main basis and conjugate basis is presented in Fig. S1a . We emphasize that to detect states in main basis the radial mode converter in dashed box is not necessary and should be removed. to its extra Fourier transform. One can check that this phase is −π for |0 p , ±2 and 0 for |1 p , ±2
[S1]. Since the OAM index we use in our protocol is either -2 or 2, so the absolute value | | is the same for all modes and thus does not have any influence on the sorting of radial index. In the following we just omit the OAM index for simplicity. In the experiment we add a constant phase on SLMs and use a HWP so that |0 p is vertically polarized while |1 p becomes horizontally polarized. We first remove the converter and use a polarizing beamsplitter (PBS) to separate two radial modes. We characterize the performance of this radial mode sorter by measuring output power of two output ports of the PBS and the result is presented in Fig. S1b . The cross-talk of the radial mode sorter is around 2.6%, which is defined as the power in the wrong port divided by the total output power when a radial mode is injected. We inject a coherent superposition of 
where |H , |V , |D , |R denote horizontal, vertical, diagonal, and right-handed circular polarization. It can be seen that |p L becomes right-handed circularly polarized, and one can check that |p R becomes left-handed circularly polarized after the same transformation. In the experiment we add a constant phase on SLM to turn both modes to be linearly polarized, and then use a HWP and a PBS to separate them. We measure the output power of two output ports of the PBS and the result is presented in Fig. S1c . The cross-talk of superposition radial mode sorter is around 7.4%, lower than the 2-D QKD error threshold 11.0%.
IV. RADIAL MODE CONVERTER
In this section we discuss how to use two SLMs connected by a Fourier transform lens to realize mode conversion from |1 p , ±2 to |0 p , ±2 and the schematic is shown in Fig. S1a . Taking into account the fact that the converter only reshapes the radial profile of the mode, the phase written on
SLMs should be a function of radius r only. So the phase on first SLM can be decomposed to the polynomials of radius and we use nonlinear fitting algorithm to improve the conversion efficiency by adjusting coefficients of these polynomials. The second SLM is to cancel the residue phase of the converted mode because |0 p , ±2 possesses a flat radial phase structure. We choose three polynomials {r 2 , r 3 , r 4 } in the algorithm. We tested that more polynomials (up to r 7 ) can provide negligible conversion efficiency improvement while costing much more time to run the code. SLMs. The corresponding cross-talk induced by this non-unit efficiency can be readily calculated to be 4.5%. In general, a mode conversion requires multi-plane iterations [S2] , and therefore our implementation to transform |1 p to |0 p is not perfect. However, we note that this does not impose a fundamental problem on QKD protocol, as the experimental cross-talk is measured to be 7.4%, lower than the 2-D QKD error threshold 11.0%. Moreover, it is straightforward to cascade more SLMs to reduce the cross-talk.
V. INFORMATION CAPACITY AND SECURE KEY RATE
In this section we calculate the information and secure key rate mainly following the procedure in [S3] . For our protocol, the two bases are mutually unbiased to each other, so Alice would send each symbols with equal probability as the BB84 protocol. Here we assume a uniform error rate for detecting each mode, so the mutual information can be expressed as
where d = 8, the average error rate δ = 11.7%, and F is the probability of correct measurement F = 1 − δ = 88.3%. With these numbers we can immediately get I AB = 2.15 bits per sifted photon.
We assume the eavesdropper (Eve) performs the cloning-machine-based individual attack. The mutual information between Alice and Eve is
where F E is the fidelity of Eve's cloning machine and this quantity is
It can be readily calculated that F E = 0.43 and therefore I AE = 0.40 bits. For sufficient symbols the secure key R can be expressed as where R sift is the sifted key rate and we assume max (I AE , I BE ) = I AE for individual attack. The sifted key rate can be calculated as
here f rep is the pulse repetition rate, T link is the transmission of the link, and η is the quantum efficiency of the detector. In our experiment, T link = (1 − 85%) · (1 − 8%) · 80% = 0.11. Here 85% is the transmission loss caused by SLMs, lenses, and mirrors, 8% is the loss caused by the iris to mitigate the misalignment of the OAM sorter, and 80% is the coupling efficiency of a multimode fiber. Due to the limited refreshing rate of the SLM, we have f rep = 60 Hz. The quantum efficiency is η = 0.65 and the average photon number per pulse is µ = 0.1, so we have R sift = 0.22
photon/s and R net = 0.39 bits/s. Here the calculation assumes 16 APDs are available and working simultaneously.
VI. PHOTON NUMBER SPLITTING (PNS) ATTACK
In our experiment, we attenuate a coherent laser to generate weak pulses with average photon number µ = 0.1. However, it is likely to have more than one photon in a pulse. Under this circumstance, the Eve can split the extra photon and detect it when the basis is broadcast, which is the PNS attack. An inequality for security against such attack has been proposed and can be expressed as [S4] p det > p multi ,
where p det is the probability that Bob will detect a photon, while p multi is the probability of the pulse containing more than one photon. The photon number statistics of a coherent laser satisfies the Poisson distribution, which means that the probability of having n photon is P (n, µ) = µ n e −µ /n!.
So we can have
In our implementation we have µ = 0.1 and p multi = 5 × 10 −3 . The photon detection probability is p det ≈ µηT link + p dark . Here p dark is the probability of dark count. Then we can have p det > µηT link = 7.2 × 10 −3 > p multi . So our protocol is secure against the PNS attack.
